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Objectives

Cybersecurity - A fine grained multi-
tiered containment strategy

= Defining the problem
= Multi-Tier Containment Model

= Security Patterns and Blueprints
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Protection of sensitive and larg

volumes of data, shared globally

Protection of sensors and
actuators in the wild

Proteétion of
digital identities

"

SwA Forum September 2010



In order to meet risk management objectives, Smarter Planet solutions need to be
Engineered for Security and Dependability.

Risks
& Threats A smarter planet

Attacking Safety SMART TRAFFIC

How we get from point A today to point B tomorrow

Theft of money or
services

Reputational Loss

Privacy Violations SMARTER TELECON
Demand is skyrocketing for more
Gaming the system and smarter ways to communicate.

Can we keep up?

Denial of Service

Subverting situational

awareness A smarter planet

SUSTAINABLE ENER

Wasting resources on

Power companies can make smarter decisions about the grid.
fa'se alarms You can make smarter decisions about your home. )’

Hijacking control of

equipment
Damaging assets SMARTER HEALTHCARE
To build a smarter system,
PhySiC8.| and Iogical bea\thcare SDIL‘lt:‘OHS need to be
| instrumented, interconnected
tampering and intelligent
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Information Technology components and
systems can contribute to Infrastructure
Failures & Engineering Disasters

guardian.co.uk

News | Sport | Comment | Culture | Business | Money | Life & style

News ~:Z} Society ~:Zi=- NHS

System failure?

The £12_.7bn NHS computer programme is five years behind
schedule and beset by criticism, viruses and fears over patient
privacy. 5o should the world's biggest IT project be scrapped?
Andy Beckett investigates

At some point last November, an infection began to spread unnoticed
through the three hospitals that make up Barts and The London NHS
Trust in east London. This was not MRSA but the Mytob worm, a
common but potent computer virus. It steadily slowed and choked the
4,700 PCs of the trust's network. By noon on 17 November, a Monday,
the network was effectively crippled.

The following day. the trust declared an "internal major incident".
Ambulances carry-ing accident and emergency patients were diverted to
other hospitals. Operations were postponed. The appointments system
was suspended. Access to clinical information - usually guick and

electronic - was maintained only by the slowest and most old-fashioned
of methods: "runners” drafted in from the trust's administrative
departments pounded the hospitals' endless twisting corridors with paper
notes and printouts.

How the system works
Embedded sensors

Metro Control System Fails Test | :
Technology Should Have Averted Crash |

o/

1. Asatrain
Crosses an
embedded
circuit, signals
aresenitoa
trackside trans-
mitter and to
following trains.

Federal investigators said yesterday thatf
they found "anomalies" in a key componeft
of the electronic control system along thef:

Metro track north of Fort Totten, suggestihg
that computers might have sent one Redf

fr.ra-f'n # //

rection o

al)

Line train crashing into another.

Trackside
A train control system that should have et
prevented Monday's deadly Metro crash
failed in a test conducted by federal
investigators, officials said yesterday,
suggesting that a crucial breakdown of
technology sent one train slamming into

another.

2. Transmitters
interpret this
information to
determine the
speed of the
following train.
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L Track circuits,
The test results are significant because they about 150 feet to
confirmed earlier findings of "anomalies" in: Yoafa e
. . o i embedded along
an electrical track circuit in the crash area. the trick
(Drawing is schematic.}
The findings suggest that the oncoming train 2
in Monday's crash might not have received:: | g | —
information that a train was stopped ahead 3. The signals

automatically set
speeds, slowing

or stopping the
trailing train when
it enters through
its next circuit so it
doesn't erash into
the one in front.

on the rails north of the Fort Totten Station.

If a malfunctioning circuit failed to detect

the stopped train, it would have assumed
that the stretch of track was clear and set
the speed of her train at 59 mph, sending it
hurtling into the stopped one.

SOURCE; WHATA | The Washington Post -
June 26, 2009
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Industry Solution Requirements

asS

Critical Infréétructure
Cybersecuirty

From an IBM perspective, Cybersecurity is the practice of achieving the resilience of a Smarter Planet

C—
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Case Study: Sensors and Actuators in the Wild

ﬁensors and
Actuators In The
Wild

Driver:

Smarter Planet
Industries make high-
value decisions based
on information that
originates from
“sensors in the wild.”

Challenge: &
Sensors are not
sufficiently physically
secure and sensor
data is not sufficiently
protected from attack
relative to the high
value decisions that
are made based on
them.

Smart Manhole Cover
. from EmMet LLC
The link between the _

points of data
acquisition and the
point of data
processing is often
broken.
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What Are We Concerned About?

Human Accountability

People _ | Society
Privacy Compliance
Biometrics "
| High-Impact
Physical K — ———w= Processes
Physu:al Location \ _ Nature
Objects i \ s Real-time
Physical e
|dentities {Netcentric Technologys} Processes
Physical Autonomous

Data Control

Legacy of Vulnerable Process Control Technology

Physical sin the wild” Physical
Sensors - Actuators

The Open Group Boston 2010
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Multi-Tier Architecture & Deperimeterization

Deperimeterization

Multi-Tier Architecture - Our R
architectures have become ol £ W
componentized, service-based and [
distributed across platforms and — —_—
service providers. We no longer have control

over all our high value
assets we have become
deperimeterized .

The Open Group Boston 2010
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Fine-Grained Multi-Tier Containment

. ' ' = Compliance -

. ' Secure the Supply Chain ..
|dentity Management ( pply ) nolicies (IT)

Collaboration & Community
= Collaboration - Gov to (Secure the Groups and Processes) ) _
Gov; Gov to Industry; = Situational
Gov the Critical Awareness of the
infrastructure; Government
I(?g%stry to Industry ecosystems
_ Applications / Middleware .

= Information Assurance (Secure the Middleware and Applications) = Central Operations

= Smart Information Center -
Environments govelrrlmenf[ .

- Data Protection Data Center/Cloud sensitive, civilian
th?o%ghguetqtr:% life- (Secureiieiienant) agencies/dept, CIP
cycle and industry

= Defending Networks Platform = loD / Analytics
and gateways (Secure the Platform)

= Persistent threat Data
ISSUes (Secure the Information) = Analytics/

= Continuous Network Dashboarding
Monitoring Network

- High Pe'rformance (Secure the Transport Layer)

Computing

e ——— The Open Group Boston 2010
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Fine-Grained Multi-Tier Containment

= |ldentity Management Trusted Partners = Compliance -
(Secure the Supply Chain) validation of
_ policies (IT)
= Collaboration - Gov to Collaboration & Community
Gov; Gov to Industry; (Secure the Groups and Processes) = Sjtuational
Gov the Critical
infrastructure; Awareness of
Irlwggstry to Industry the Government
( ) _ ecosystems
* Information Assurance Applications / Middleware = Central
= Smart Information (Secure the Middleware and Applications) en ra_
Environments Operations
= Data Protection Center -
throughout the life- Data Center/Cloud government
cycle (Secure the Tenant)

sensitive, civilian

= Defending Networks agencies/dept,

and gateways Platform :
- Persistent threat (Secure the Platform) CIP and industry
'Ssuef i Data = loD / Analytics
= Supply Chain Secure the Information :
: { ) = Analytics /
= High Performance :
Computing Network Dashboarding

(Secure the Transport Layer)

e ——— The Open Group Boston 2010
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Multi-Tier Containment Strategy

Trusted Partners

(Secure the Supply Chain)

Collaboration & Community
(Secure the Groups and Processes)

Applications f Middjeware < | Secure Each Teir / Layer
(Secure the Middlewdre anf Applications) Independenly
Data Center/Clgud
Secure thg Tenpnt
( : < | Secure the Boundary
I Between Each Tier / Layer
(Secure theg Platfiorm)
Dafa
S the |nf ti . . .
(Secure the [nforrfelon — | Cross-Cutting Security Services
Network

(Secure the Transpaort Layer)
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Cybersecurity Model
Based on the IBM Security Framework

Industry Solution

Layers of Defense
Requirements

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ oo | .
i @ srrucmonmorrocess | B
Govemance, Compliance, & NN+ TR patorm

Cyber Situational Awareness

Commaon Policy, Event Handling and Reporting

o

Network

Professional
services

e The Open Group Boston 2010
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Cybersecurity Model
Foundational Security Components

Industry Solution : 1 Layers of Defense
Requirements ICMSECHILY St onOr S o

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ oo o
@ oo rmwes ]
Governance, Compliance, & @ NETWORK, SERVER AND END POINT Platform

Cyber Situational Awareness _

Network

Management

Common Policy, Event Handling and Reporting

Professional
services

Foundatlonal Security Management
IT Service
Management
Physical Asset
Management

s The Open Group Boston 2010
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Secure the Platform (Operating Environment)

Focus: Command and Control Management provides the command center for security
management as well as the operational security capabilities for non-IT assets and services to
ensure protection, response, continuity and recovery.

Includes: Providing the approving authority for security; ensuring that physical and
operational security is maintained for locations, assets, humans, environment and utilities;
providing surveillance and monitoring of locations, perimeters and areas; enforce entry
controls; providing for positioning, tracking and identification of humans and assets;
continuity and recovery operations.

Foundational Security
Mgmt Service

Physical
Asset Mgmt

Security Services

- , o . Detection Response
and Infrastructure Policies Surveillance & Monitoring Services . -
9 Services Services
Physical Securit N . i
y Y Positioning and Environment & erir;(;iztr%nérea Entry Human
Knowledge Tracking Services Utility Assurance P . Control Identification
Identity, Access protection
& Entitlement _
Infrastructure Sg%‘;\‘jigtg Security Policy Infrastructure Service Mgmt and Process Automation
Level ; ; .
Objectives IT Security Services and Mechanisms

; The Open Group Boston 2010
SwA Forum September 2010 Ly S




Secure the Platform — Architectural Pattern

Security Management
System

Delegation
of authority

Service
directives and
objectives

ompliance
Reports

Risk
Posture

t

Knowledge

Policies

Compliance
metrics

IT Service
Management

Physical Asset
Management

Events & artifacts

I — = —

Business Service
platform

Infrastructure
Service platform

The Opern

Group Boston 2010
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Security Blueprint Patterns

IBM Security Framework: Business Security Reference Model
Foundational Security Management

IT Service
Management

Physical Asset
Management

Security Services and Infrastructure

Architectural Principles

[ Service Management
and Process Automation

e The Open Group Boston 2010
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- Thank you!

For more information, please visit:
iIbom.com/cloud
lbom.com/security

: e The Open Group Boston 2010
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ldentity, Access & Entitlement Management

Focus: This sublayer provides all services related to roles and identities, access rights and
entittements. The goal of these services is to assure that access to resources has been given
to the right identities, at the right time, for the right purpose. It also supports that access to
resources is monitored and audited for unauthorized or unacceptable use.

Trust Mgmt Identity Lifecycle Credential Mgmt Role & Entitement Compliance

Identities & Policies . Security Policy Infrastructure
Identity, Access & Entitlement Attributes
[l RS EITE Security Service Non- D"ﬁg‘i’gﬁtg”d Cryptography, Key & Certificate
_ iacti iati : Infrastructure
HosFt) s;nEnd e Level Objectives repudiation .
o L IT Security Services
Network Application Authentication Authorization Access Control and Mechanisms |

: " - The Open Group Boston 2010
SwA Forum September 2010 Ly S
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Security for the Cloud Security from the Cloud

Security & Privacy Leadership

e

e The Open Group Boston 2010

SwA Forum September 2010 e,




Cloud Security = SOA Security + Secure Virtualized Runtime

~ Application as a service
Application software licensed for use as a TWO exam p I eS

service, provided to customers on demand

Identity » Federated identity, authorization,

Platform as a service entitlements . .
Optimized middleware — application servers, Compliance e Audit and compliance reporting, I B M T|VO I |
database servers, portal servers infrusion detection and prevention .
Isolation = Secure separation of subscriber FEd e rated I d e nt| ty
Infrastructure as a service domains, secure integration with
Virtualized servers, storage, networking existing enterprise security M an ag er
infrastructure

Business Support Services
Offering Management, Customer Management,
Ordering Management, Billing

* Control of privileged user access
(provider admins, subscriber admins)
» Efficient subscriber on-boarding

Identity

* Policy-based approach

= Multi-tenant log management,
compliance reporting

+ |mage image and VM integrity,

image provenance IBM Security Virtual
» Process isolation (in particular, Se rver P rotectl on

at hypervisor/VM-level)
* Provisioning with security and
location constraints
= Data segregation, data encryption
= Multi-tenant security services

Virtualized Resources
Virtual Network, Server, Storage

Compliance

System Resources
Network, Server, Storage

Secure Virtualized Runtime

lsolation

Physical System and Environment

e —— The Open Group Boston 2010
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Example 1: IBM Tivoli Federated Identity Manager

Centralized user access
management to on- and
off-premise apps and
services

Wide variety of Federated
SSO protocols

SAML 1.0/1.1/2.0
WS-Federation

Liberty ID-FF 1.1/ 1.2
Information Card Profile
1.0

OpenlD

Integration with IBM
LotusLive, Google Apps,
salesforce.com, etc.

Tools for user enrollment,
WS-Trust based security
token services, web
access management

Simplify integration across

Java, .NET and mainframe_ .

SwA Forgpfienieness2010

TFIM = Tiwoli Federated Identity Manager
TFIM BG = TFIM Business Gateway for SMB

deployment

" Sale-,sﬁ rcguec.cecssgnlzlgandf

Salesforce

Microsoft

Lotus Live

TSPM = Tiwli Security Policy Manager for data

entitlement management

—

The Open Group Boston 2010
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Example 2: IBM Security Virtual Server Protection f

Integrated threat protection for VMware vSphere 4

or VMware

28

Offers broadest, most integrated, defense-in-depth virtualization security with one product

Web Server

i Applications i

g 01011101010
11010011011
BN 1110100100

Host Desktop

|
Hardened 0S |

,—
[ e
\

‘—’

™ B

Firewall

VMsafe Integration

Rootkit Detection

Intrusion Detection & Prevention
Inter-VM Traffic Analysis

VM Sprawl Management
Network Policy Enforcement
Automated Protection for Mobile VMs (VMotion)®

Hypervisor

Hardware

SwA Forum September 2010

Web Application

layer of the virtual infrastructure

*Provides dynamic protection for every

=Helps meet regulatory compliance by

providing security and reporting

functionality customized for the virtual

infrastructure

=|ncreases ROI of the virtual

infrastructure with easy to maintain,

easy to deploy security

Auto Discovery

Virtual Infrastructure Auditing (Privileged User Access)
Virtual Network Segment Protection

Virtual Network-Level Protection

Virtual Network Access Control

Central Management

Web Application Protection

Virtual Patch

The Open Group Boston 2010

Hyatt Harborside
Boston, Massachusetts, USA
July 19:23, 2010
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Deperimeterization & IBM Security Framework

Deperimeterization

IT security framework

PEOPLE AND IDENTITY

The IBM Security Framework forms (’*\

the basis for addressing industry
solution requirements across the s
different tiers of the infrastructure i NETWORK, SERVER AND END POINT

PHYSICAL INFRASTRUCTURE

Common Policy, Event Handling & Reporting

APPLICATION AND PROCESS

SwA Forum September 2010



Cybersecurity Model
Based on the IBM Security Framework

iy Salution IBM Security Framework | __ Laera ot Dutenss

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY

@ DATA AND INFORMATION | PPHGATC
@ APPLICATION AND PROCESS N m&{uﬁ?ﬂ e
@ NETWORK, SERVER AND END POINT Platform

@ PHYSICAL INFRASTRUCTURE

Network

APPHCAtioNS
i

Common Policy, Event Handling and Reporting

Professional

services

SwA Forum September 2010 e,
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Cybersecurity - Situational Awareness

- =

» Full spectrum
analysis of

security relevant . DI Wareholling | Sloud Computing - f[ﬁ
events: L
* Network \ T
* Application =5
* Platform | Aty
~Data e il Ous o
*Behavioral ‘ — 't

=
Stream Based Computing

> Integrated

Comeiorey e Multiple

Hise Sites

Command and :unf\j JSies
Control i 2
Events ca Events cca

h Network Feed Network Feed
%gencyfFamhty gency/Facility %gency!Fac:llty
The Open Group Boston 2010
SwA Forum September 2010 Ly S ,
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Cyber Security Architectural Overview

Executive Dashboardin

To:
Federated
& Corporate
—_—— ESB
SHI Y
bk e, & Security Operations |~ ==
| Manager . = . 1 Internet
Security and Network e e W W b
Event De-Duplication <: L - % ISE Canaccling
Event Correlation Security Events g =il L~
@6.5;\ / J E3 \Se Stream Based Computin
@ = ;
& & B oy g,
A kg,
/‘\ @ W s L
&2 '% a 2 .- ;
ﬁ J & A+ :
L o
@ 3 @
Network éﬁ?ﬁ / ot ==Y
Manager 4]
Metwork/Device Application (BlackBox) Application (WhiteBox)
@ Compliance /! Vulnerability Vulnerabilty ulnerabilty
Insight Manager WebServices dgp ; Scanning Scanning Scanning
Router  Switch Attack Prevention & & %@o \
fo 3 AR
= : : Devel &
Senjer / Automaic &‘;L::zirus Chan::lmnsg;::'llatbn
i Audn Events B Camtinuods Tm're
Manager (SNMP Network Intrusion EndPoint Secure ,[ l l
Prevention (NIPS) Control
@@@ g (Desktop Protection @@
Host Intrusion
Sewer Infrastructure Prevention {HlPS)
Network/Server (Server Protection) Web and Appllcahon Servers
Event Management  Intrusion Detection/Prevention Vulnerability Detection
e———— - The Open Group Boston 2010
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IBM Secure Engineering Framework

2

8

“* Published the IBM Secure Engineering Framework
% Represents a compilation of internal security practices
“ Provides consistent me
% Differentiates IBM capa
’:‘ Can prOVide a unified g Draft Document for Review February 2, 2010 &:45 pm REDP-45641-00 development tOOIS
Security in Development: The IBM Secure
Engineéring Framework
Common Supply
Development Process Security
Redguides
\
Provide structure, Tt
execution and m Winimere ild and Maintain trusted
accountability for tionships with suppliers,
software and solution B ivosigeting common cavslopmant proceescs snd ribution channels, import/
development prO]ECtS | | ET:hasmag!ss:urnlyawwstnessand requirements Ort and CUStomer Support
| § Esi:;l;ssﬂg}:st and vulnerability
Best
S0 f
ol
@ Redbooks
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SWA Forum September 2010 s

Boston, Massachusetts, USA
July 19:23, 2010




IBM’s Holistic Cyber Security Approach

The IBM Security Framework provides a foundation

—
for addressing cybersecurity in a holistic fashion IT security framework

. of proven, off-the-shelf
products, industry-leading resear
development capabilities in the | of

| 5]

DATA AND INFORMATION

industry best practices

., successfully mitigate
threats from both within and outside the perimeter.

IBM security framework podcasts @ the IBM Institute for Advanced Security

http://www-304.ibm.com/industries/publicsector/us/en/rep/!'/xmlid=192485

IBM Institute for S
Advanced Security

Enabling cybersecurity innovation and collaboration

vy
~ ”
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